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1. Purpose

The purpose of the Data Integrity Standard Operating Procedure (SOP) is four-fold:

(a) to describe the laboratory’s data integrity system,
(b) to emphasize the paramount importance of ethics in the performance of all analytical work,

(c) to obtain the commitment of laboratory staff to the principle that all analyses shall be performed in a controlled and documented manner, and 

(d) to ensure that laboratory staff consistently meet the specific ethical requirements defined in this data integrity plan.
2. Scope

This procedure applies to all analyses and activities performed within the laboratory’s scope of accreditation.
3. Responsibilities

Senior managers support and provide initial data integrity training and on-going annual training to laboratory managers and staff.  Senior managers ensure that only staff who sign the ethics agreement are allowed to work in the laboratory.
A data integrity advisor shall be appointed by senior management to advise of any need for detailed investigations.  The data integrity advisor shall assure confidentiality and a receptive environment in which to privately discuss personal ethical dilemmas with staff or observed unethical practices by other members of the staff.  Confidential records shall be maintained by the data integrity advisor for these discussions.  

The Quality Assurance Officer (QAO) shall perform in-depth review of laboratory reports and the data used to support them on a quarterly basis.  The QAO shall prepare a summary of plan updates, on-going ethics/data integrity training and data integrity investigations for presentation to the Accrediting Authority Assessor(s) at the time of the on-site assessment.  The summary shall cover the time period since the last on-site assessment.

4. Procedure

4.1 Ethics Training

Ethics training is a required part of new employee orientation and is provided on an annual basis for all laboratory managers and staff by senior laboratory management. Initial training during orientation includes the overall organizational mission and its relationship to the absolute need for honesty and full disclosure in all analytical reporting and record-keeping.  Resources where applicable ethics policy and law can be found are made available and copies are distributed. 

The initial orientation is immediately followed-up by senior laboratory management with the specifics of the laboratory’s data integrity plan.  Examples are described that illustrate unethical behavior and ethical behavior related to laboratory data manipulation. Laboratory standard operating procedures are reviewed with respect to proper procedure, data qualifiers, and adequacy of record keeping.  Management will disclose that reports and the data generated to support them are subject to routine in-depth review.

The organizations response to infractions of the data integrity plan will be discussed and the trainee shall understand that infractions will be investigated in a detailed way.  The consequences to an employee found to be in violation of the data integrity plan may result in immediate termination, debarment, and/or civil/criminal prosecution.  Confidentiality is assured during this process.

Employee attendance or participation is documented.

4.2 Ethics Agreement

Following initial ethics training and on-going annual training for laboratory managers and staff, trainees shall sign a written ethics agreement.  Senior managers who provide the training shall also sign the agreement.  The agreement states that the signers will not engage in any unethical practices with respect to data integrity nor will they tolerate improper behavior in others if it is observed or suspected.  By signing, senior managers acknowledge their duties in upholding the spirit and intent of the data integrity system and in effectively implementing the specific requirements of the plan.

4.3 Monitoring
Reports and the data used to support them are randomly selected by the QAO for auditing.  Each calendar quarter the QAO audits 5 % or 5 data packages, which ever is more.  The purpose of the review is to verify that all data integrity requirements are met.  Therefore the QAO, shall have an in-depth understanding of typical inappropriate analytical behavior and be trained in the data integrity system.  Refer to the laboratory’s SOP for data review (This is to be written by the lab for type of testing performed. Refer to 2003 NELAC Standard 5.4.2.3, 5.4.2.6, and 5.4.15 and 2009 NELAC Standard Module 2, Sections 4.2.8.4, 4.2.8.1, 5.2.7, and 4.16.)
Blind known reference samples may be submitted for analysis as real samples by the QAO, (blind to the analyst) as part of any project or event   Data and results of the reference sample are reviewed by the QAO to verify that all data integrity requirements are met.
4.4 Documentation
Confidentiality is critical and maintained by use of locked filing cabinets and password protected electronic files.  All data integrity incidents must be documented, including investigative findings and disciplinary actions.  Corrective actions are recorded.  If client disclosure is determined to be necessary by senior laboratory management then such disclosures and outcomes are recorded. Criteria for client notification should be detailed in the Quality Assurance Manual or this SOP.
All data integrity documents, plans, SOPs, personal records and records of investigations shall be maintained for a period of five years.  Documents are subject to the document control system and records are subject to the records management system as described in the laboratory’s quality manual and related SOPs.
5. Related Documentation
5.1 Internal

Data Review Standard Operating Procedure
Ethics Agreement/Code of Ethics statement
Data Integrity and Ethics Training Curriculum

Quality Manual, Section on Data Integrity

5.2 External

NELAC Quality Systems, Chapter 5, Sections 5.4.2.3, 5.4.2.6, and 5.4.15, June 5, 2003
and Module 2, Sections 4.2.8.4, 4.2.8.1, 5.2.7, and 4.16, August 24, 2009.
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